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Compliance to Governance policy while adopting new Information 
Technology practices, agility and data fragility– A study on 

implementation of BYOD policy in Singapore

K.S. Raghuram1     Easwaramoorthy Rangaswamy2

Albeit employee friendly, Bring Your Own Device (BYOD) guise challenge to organisations in data security 
maintenance and application vulnerability. Organisations need to estimate if their Information Technology (IT) 
Governance policy is agile and makes its data security fragile. This paper helps organisations in widening their 
horizon of understanding and implementing IT governance. In addition, it addresses issues in compliance and 

from IT organisations in Singapore which have implemented BYOD. It is hypothesized that increase in data and 
device security controls makes employee more compliant. Secondly it hypothesizes training and awareness programs 
in pursuant with law of the land and best industry practices will reduce the fragility and security compromise. Lastly 
it is hypothesized that implementation of BYOD increases inventory and platform management risk with increased 
frequency of malware and application vulnerability threats. The survey was restricted to IT companies located in 
Singapore. This paper contributes to IT practitioner’s understanding and perception of BYOD, its related security 

organisations need increased constant surveillance and legitimate review of security inventory controls, implement 
employee awareness programs following policy iteration. Stringent compliance and substitutive procedures reduces 
application vulnerability.

Keywords: Data Security, IT Governance, BYOD policy, IT Governance compliance, device vulnerability.

INTRODUCTION

a phenomenal growth in the number of 
organisations adopting this mantra. The number 

tablets have made a dramatic transformation on 

and business requirement had similar impact 

Gadgets are so advanced and people are mature 
in its usage and have superior computing at 

iMacs and tablets to their work place.

even personal devices and bring them to work 

at work and share same devices between 
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Organisations aim at developing an information 

devices, loss of data into unauthorised networks 
and gaps in IT governance policies. The essential 

to theft or getting lost. Organisations will have 
to wipe data and remote locking as a standard 

data protection while logging into unauthorised 

rendering the data and device compromise to 

its success depends on the implementation of the 

software and platforms, enforcement and 

Providing legitimate updates and maintenance 

organisations. In the absence of a stringent 

lead to serious consequences like lawsuits and 

clear knowledge of probable repercussions on 

understood the mechanics failed in creating 

framework and IT governance. 

devices are connected to unauthorised or public 

recipients without the knowledge of device user. 

the practices and implementing IT governance 

network. Organisations are in persistent pursuit 

possible escape clause is a challenge. Several 

This paper provides greater insights 
for organisations while implementing an IT 

mechanics of implementing, creating awareness 

the organisations data vulnerable and fragile in 

using same device for personal and business 
work as it is convenient and easier to use. 
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in generating a positive impact in the work 

turnaround time and attracting new hires. With 

makes them prone of getting misplaced or lose 

organisations resources have increased with 

of this when such devices are lost, organisations 

to malware and Trojan with a possible data 

is from the viruses, malwares and network 
intrusions. This threat makes organisations 

to be a potential victim. The user platform will 
be a victim of malware that leads the user to the 
unauthorised and restricted sites. He report such 

making it vulnerable for attacks. Organisations 

not victimised.

But organisations are concerned with 

of corporate data to an unauthorised device, 

the prime issues concerned with adoption of 

resulting in its reduction of capital expenses. 
Organisations tend to transfer these investment 

and sometimes connect to open wireless 

needed to have strong IT governance.

work to establish trade-off between cost and 

much of academic literature,  hence the need for 
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being the essential feature, fear of connecting 
the device outside the secured network is high. 
Controls at the gadget level and at the server 
level should be imposed resulting in multiple 
levels of authorisation, device lock with more 
than the prescribed number of attempts to logins 

scrutinise and access data in the devices with 

of companies’ discretion. But the challenge 

H1: Greater the control measures to avoid 

Behaviour

not be comfortable in using multi step user 
authentication and alpha numeric passwords, 

social networking sites. If the device registered 

theft will result in remote locking of the device 
or partial or complete wipe of the data, hence the 

impact on the behaviour and satisfaction 
of the device user.

INCREASE IN RESOURCES

With a plethora of gadgets coupled with 

have to increase its resources capabilities to 
keep pace with the updates and controls. 
Personal and business information lies on an 

Organisations need to access the data on each 
device and compartmentalise for better data 

increase in resources at the organisational 
level 

Increase in R

Personal and business information lies on 

Organisations own its data on the device owned 

albums in the event of theft of device rather than 
the companies data. Can organisations impose 

E

applications on the devices, would it have a 
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Law of the Land

Most countries have data protection act in 

practices reduce the risk of data and 

be mature enough to safe guard the devices from 

in the absence of adequate knowledge on part of 

H2: Increase in training and awareness of 

the reduction of risk of data and device 

Training for C

the devices and data has to be programmed 
and scheduled in the training calendar of the 

device should be covered. It can be argued that 
training will educate and bring in compliance, 

The training needs should be included in the 

ensure users who are non compliance do not 

a positive impact on compliance and 

the organisation. Mobile devices come with a 
range of applications including gaming and 

it also widens the risk of assisting gadgets in 

and products in the Original Equipment 

resulting in unintentional download of malware 

a mobile devices to access corporate data, such 
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devices will be a fragile point of the companies 

The organisation will have to work on increasing 

support management activities, hence the need 

risk and increase in threat of malware 

and awareness programs on the compromise 

platform management risk. Positivism research 

collected from IT companies that had adopted 

Initial contact was a request to participate in the 

implemented. 242 responses were received of 

form of the structured questionnaire was 
circulated to 213 companies Chief Information 

and could not be used, thus making the sample 
limited to 166. This gives an overall response rate 
of 24.4 percent. The breakdown of respondents 
shows that 11.45 percent were from product 
companies, 27.71 percent were from services 

No evidence of response bias was found when 

population of IT companies. There was no 

and slow responses.

Based on the responses received, the 
respondents were grouped into two categories 

variable was called as degree of control based 
on the responses we received. The measurement 

control. The structured questionnaire used to 

included 16 items selected from three below listed 
sources were considered with suitable alteration 
to match the control environment. To measure 

resources required and control mechanism, 

evaluated using Cronbach’s 
all the 16 items and showed there was internal 
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TABLE I 
Demographic details of sample

Criteria Detail Value

Gender Male 113 (68 percent)

Female 53 (32 percent)

Age Mean 44.5 years

Tenure in the 
company

Mean 8.4 years

Business type Product 19 companies (11 
percent)

Service 46 companies (28 
percent)

Process 101companies (61 
percent)

Size of company Mean 12.7 years

TABLE II 
Correlation and Standard deviation of data

Variable (0) (1) (2) (3) (4) (5) (6) (7) (8)

Compliant to policy

0.21** 1

2 Increase in resources 0.33** 0.29** 1

3 Increase in responsibility 0.47** 0.18** 0.23** 1

0.47** 0.16** 0.47** 0.27** 1

5 Law of the Land 0.32** 0.26** 0.41** 0.57** 0.24** 1

Training and Awareness

6 Training for compliance 0.58** 0.13** 0.50** 0.39** 0.54** 0.49** 1

7 Enforcement of policy 0.41** 0.27** 0.49** 0.61** 0.37** 0.54** 0.61** 1

Application Vulnerability

8 Platform Management risk 0.29** 0.41** 0.15** 0.32** 0.44** 0.67** 0.51** 0.37** 1

Mean 3.1 3.9 4.6 4.1 3.5 2.4 3.8 3.9 2.5

Standard deviation 0.6 1.2 1.3 1.7 1.6 1.7 1.5 1.8 1.3

N = 166

TABLE III 
One Way ANOVA

Variable F value

Compliant to policy

behaviour
8.9** 0.000

2 Increase in resources 12.4** 0.000

3 Increase in 
responsibility

27** 0.000

employees
18** 0.001

5 Law of the Land 4.6** 0.000

Training and 
Awareness

6 Training for 
compliance

12** 0.002

7 Enforcement of policy 22.6** 0.001

Application Vulnerability

8 Platform Management 
risk 

31.6** 0.000

N = 166

RESULTS

It is evident from table II that the correlation 
between the degrees of control desired and the 

also suggests that organisations need to have 
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TABLE IV 
t Test

Hypothesis Variable Means (µ) Strong Control Moderate Control

Strong Moderate Mean t Sig Mean t Sig

Control Control difference difference

H1 Compliant to policy

H1-1 5.69 5.36 1.44**  3.67 0.00 1.59** 3.91 0.00 

H1-2 2 Increase in resources 5.61 4.11 1.78**  7.01 0.00 1.80** 6.10 0.00 

H1-3 3 Increase in responsibility 5.03 5.62 1.17**  5.84 0.00 0.90** 2.43 0.00 

H1-4 5.75 5.14 1.79**  4.11 0.00 1.09** 1.22 0.00 

H1-5 5 Law of the Land 4.44 4.45 1.43**  4.06 0.00 1.27** 1.46 0.00 

H2 Training and Awareness

H2-1 6 Training for compliance 5.89 3.53 1.24**  6.33 0.00 1.19** 2.14 0.00

H2-2 7 Enforcement of policy 3.66 3.45 1.29**  4.89 0.00 0.74* 4.22 0.00

H3 Application Vulnerability

8 Platform Management 
risk 

5.49 5.44 2.45** 2.47 0.00 0.33** 2.11 0.00

N = 166

F- 

difference was observed in means between 
the organisations having strong and moderate 
control. However organisations having a strong 

mean of strong control is higher. It implies that 
organisations imposing a greater control on data 

user authentication for logging into the device 

networking sites, alpha numeric passwords, or 

means between the organisations having strong 
and moderate control. However it suggests that 
organisations that need to have strong control 

resources to keep pace with the updates and 
technical controls. Organisations need to access 
the data on each device and compartmentalise for 

resources.

the organisations having strong and moderate 
control. However mean of moderate control is 

implies that with moderate control organisations 
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the data and the device.

the organisations having strong and moderate 
control. However mean of strong control is 
higher than the mean of moderate control. It 
implies that organisations need to use binding 

the organisations having strong and moderate 
control. However mean of strong control is almost 
same as the mean of moderate control. It implies 
that irrespective of the controls organisations 

and law of the land. It supports the proposition 

difference observed in means between the 
organisations having strong and moderate 
control. The mean for strong control was 

implies that organisations should have a strong 

between the organisations having strong and 
moderate control. However mean of strong 
control is almost same as the mean of moderate 
control. It implies that irrespective of the controls 
organisations must impose strict enforcement of 

TABLE V 
Hypothesis support result summary

Hypothesis Variable Supported?

H1 Greater the control measures to avoid security breach make the employees more 
compliant to the IT governance policy.

Yes

H1-1 Increase in security controls has a negative impact on the behaviour and satisfaction of 
the device user.

Yes 

H1-2 Enhanced data security controls require increase in resources at the organisational level Yes 

H1-3 Imposing more responsibility on the employee will make them more  compliant towards 
the IT security policy

Yes

H1-4
behaviour of the employees

Yes

H1-5 Security policy that is in compliance with the law of the land and best industry practices 
reduce the risk of data and device vulnerability

Yes

H2 Increase in training and awareness of the employees has a positive impact on the 
reduction of risk of data and device vulnerability

Yes

H2-1 Yes

H2-2 Strict enforcement of security policy has a positive impact on compliance and reduction in 
data vulnerability

Yes

H3 Adoption of BYOD will increase the inventory and platform management risk and 
increase in threat of malware application vulnerability

Yes
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between the organisations having strong and 
moderate control. However mean of strong 
control is almost same as the mean of moderate 
control. It implies that irrespective of the controls 
organisations have to increase surveillance of 

support management activities. 

exercise control while framing an IT Governance 

Trojans organisations must review the degree of 

and encompass all possible areas of practice. 

and at the same time balance the law of the land 

has the right to access and wipe the data on their 

implications on organisations that implement 

with governance roadmap to cater and counter 
potential and emerging threats and application. 

Conclusions and Limitations

demanding for using same device for dual 
purpose of personal and business needs. The 
demarcation between work and personal life is 

need to have a constant surveillance and legitimate 

iteration. Stringent compliance and substitutive 

different locations.
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