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Disruption or Distraction: How Digitization is  
Changing Core Banking Systems?
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Banking is now living in an omni channel world. Changing avenues for customers make banking easier, but nevertheless 
also potentially riskier. The transition of money — from physical money to e-money -- has also transformed the 
world of crooks as well; where petty thieves are now capable of committing online fraud. Retail banking has an 
impressive history of weathering the storms. Digitalization offers innumerable opportunities on one hand, while 
simultaneously posing new threats to banks globally. With each new day, the banking sector is a witness to at least 
one novel breakthrough in some corner of the world that has the potential to change the ‘business as usual’ approach in 
the coming years. The paper describes the key disruptive technologies impacting the banking sector, which are still at 

E wallets, Social Media Analytics Predictive analytics, cloud technology and wearable technology have been discussed 

the global banking sector and recommends strategies to survive and prosper in the digitally challenging environment 

whether the digital disruption of banking is a ‘disruption’ or more of a ‘distraction’ and aims to understand the 
concept of digital disruption of banking, what is driving it, what are the impacts on banks, and what are the impacts 

Keywords: Disruptive technologies, banking, predictive analytics, cloud, NFCs, Biometrics, Social Media Analytics, 
wearable technology.

INTRODUCTION

Consumers now expect the same seamless 

This article explores whether the digital 
disruption of banking is a ‘disruption’ or more 
of a ‘distraction’ and aims to understand the 
concept of digital disruption of banking, what 
is driving it, what are the impacts on banks, 

customer interactions. The introduction of 
new ‘digital’ competitors is driving banks to 
respond with digital strategies including the 

the world as lower income consumers with 
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Impact of disruptive technologies growing 

competitors (tech companies, start-ups, retailers, 

next highest perceived threat is from start-ups, 

less of a concern is the threat from telcos, retailers 
and insurers

A report from the World Economic Forum 
in collaboration with Deloitte says that
advancing technologies, evolving customer 

are opening doors to disruptive innovation in 

have captured the attention and imagination of 
customers, investors and incumbents

computers, and human interaction are now 

The chart above explains the various 
technologies which is leading to digital 
disruption in banks across the globe. 

It is no surprise that on similar lines the 

facing the storm of technological innovation. 
Indeed, for the last decade, digital startups 
have been making inroads in traditional 
banking. Banks face intense pressure to increase 

incumbent application vendors have been slow 
to respond to new requirements, according to a 
new report from Gartner, Inc.

But there is reason to believe that banking will 

retail banks will use startup providers to replace 

“Startups and emerging providers of digital 
banking platforms offer banks interesting 

Stessa 
Cohen, research director at Gartner. “However, 
CIOs must prepare to manage the challenges of 

Figure 1: Digital Disruption in Banking

Source: Capgemini Financial Services Analysis, 2015
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untried without an extensive customer base. It 

agencies, but don’t use that as a reason to exclude 

are at risk of disruption. However, the main area 
of concentration of these disruptors is the retail 
sector, and the various products and services tied 

12. Between 

grew seven fold from 6.5 per cent to 43 per 
cent, while in India, internet penetration for 

4

intense competition from banking and non-

need for banks to go digital.

technologies impacting the banking sector. 

growth opportunities, alongside, providing the 

as the global banking sector and recommends 

challenging environment as existing banks no 

struggling to thrive.

Data

research reports and white apers on the digital 
technologies impacting the banking sector.

most of them in the mature stage in developed 

Figure 2: Digital maturity assessment for global and Indian banking sectors*

Source: KPMG in India’s analysis based on industry discussions, 2016.
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nations have been discussed in detail because as 

E wallets

Biometrics

E Wallets

use cash or even a credit or debit card. Gartner 

the mobile wallet trend will need to act fast to 
capture this growing segment of the market.

is the rise of disruptors offering person-to-

retail banks.

accounts (either online, on a mobile application 

Figure 3: Mobile Payment market Growth prospects and Catalysts.
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loaded and stored in the E wallet, or where 
funds are uploaded into the wallet after a 

be uploaded into the wallets via credit cards or 
direct internet bank transfers.

These wallets enable ‘real time’ funds 
transfers which mean that once funds are 

wallet. There is no lag time as all the funds are 

respective wallet balances require updating.

Hence, the wallets provide a simple and fast 

settlement between accounts. Some electronic 

instructor that does not upload funds into an 
online account, but that instructs an internet 

The emergence of electronic wallets is disruptive 
to banks as it has the potential to separate banks from 
their customers’ payment data because the bank can 
no longer see where the money is spent – the bank 
can only see that payments are going to payment 
services. In addition, banks may lose some customer 
relationships as customers can use alternative 
payments services for payment instructions, despite 
the bank providing the back-end payments settlement 
services. If disruptors take a share of the customer 
relationship and data, they reduce the banks’ ability 
to cross-sell and develop new products that anticipate 
customers’ needs. This could then affect banks’ 

Biometrics

biological traits that differentiate one human 

retina or iris or the pattern of an individual’s voice. 

unique enough to distinguish a single individual 
from the entire global population.

Biometrics in banking has evolved over the 

extended to include Voice Biometrics, Iris Scan, 

The negative factors in the growth of 

related to standards, and the proliferation of 

where biometric standards are in place, and 

in disruption in the mobile banking transactions 
space. . 

It assures the convenience of use and delivers 
the prospect of fraud prevention at the customer 

safe and seamless mobile transactions. While a 

role of biometrics in future fraud-prevention 
capabilities, it looks like banking consumers are 

Predictive Analytics

Predictive analytics 
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dimensions to predict the future behavior 
and outcome. It is a data mining solution and 
comprises methods and algorithms that are 

a customer’s interactions with the business.

unstructured data to better evaluate claims, 

approve more customers for higher credit 
limits, without increasing default rates.

managing segmentation rules for predicting, 
guiding and responding to customer actions.

multiple environments, without the need for 
reprogramming.

transactions, whether processing large data 

incidents in real time

for cross-selling, reducing customer attrition, and 

much in wholesale banks for revenue preservation 

underwriting, fraud detection, etc. The revenue 

or portfolio. 

relationships with customers to ascertain their 
needs and sales potential. This along with the 

of wholesale banks’ clients has led to minimal 
However, their 

usage is prevalent in some functions of the bank. 

without aproportionate increase in marketing 

relevant cross- and up-sell opportunities,migrate 

and launch new product offerings that are in line 
with customer expectations
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risk dimensions faster, without expanding the 

solutions also help reduce the complex and 

expanding monitored transactions and reducing 

transactions, and then use these to be one-step 
ahead of fraudsters, predict the next such fraud 
in progress, and recommend preventive action 
for saving both the bank and the customer. 
This also helps-banks in protecting themselves 

 

to meeting capital requirements. If the mortgage 
portfolio is used for trading/investment, it can 
also be used to calculate various portfolio risk 

Wearable technology

global, multi-platform media and entertainment 

phenomenon, but part of the larger wave of the 
‘Internet of Things’, with a potential economic 

“Wearables are going to be part of the 

Pebble smartwatch. “It is about making banking 

number of shipments of wearable devices 

5

factors-strong demand and high price points are 
expected to help push global retail revenue up to 

6.

popular among consumers, are smart watches. 

per cent growth in global shipments of smart 
4. Current 

7. With the average 

8.

Bank Innovation

including health monitors familiar to wearers 

Watch will be the driving force for the growing 

was a fraction of the 4.6 million smart wearable 
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bands sold. Still a few progressive and future 

ahead of the curve:

for new technologies, estimates were made as 
part of the BI Intelligence Wearable Market 

growth: Globalwearable’s market will grow 

The smart watch will be the leading product 
category and take an increasingly large 
share of wearable shipments: Smartwatch 

The Apple Watch will kick-start growth in 
the overall smart watch market

Barriers still persist, and these will inhibit 
consumer wearable’s adoption and usage: 
Smart watches in particular must become 
standalone computing devices with more 

mainstream. Other barriers include small 

adoption.

rise to new companies, and kill or cripple those, 

Figure 3: Future of Wearable Technology

Source: The Financial Brand, May 2015
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Can banks count on themselves to fashion this 
change?

Cloud Te

big data in a more cost effective manner.
Cloud computing offers scalable and cheaper 

instead of using in house servers and databases. 

application development, email, back-end 
services and virtual desks. Banks are also offering 
cloud services to consumers as an option to store 
banking-related documents.

the markets that cloud computing impacts, and 

its success.

1. Cloud computing as an innovation must 

2. Cloud computing must target customers 
at the low end of a market with modest 
demands on performance. However, it 

capable of exceeding those demands and 

to this second criterion, the cloud computing 
business model needs to allow the disruptive 
innovator to achieve attractive returns at 
prices that are unattractive to the incumbents.

nodular, niche entities.

Cloud computing can help banks improve 
perform

turn a large up-front capital expenditure 
into a smaller, ongoing operational cost. 

new hardware and software. In addition, the 
unique nature of cloud computing allows 

the provider is responsible for managing the 

data protection, fault tolerance, and disaster 

at lower price than traditional managed 
solutions.

of cloud-based operating models lets banks 

for new products. This supports a faster 

of banking customers. Since the cloud is 
available on-demand, less infrastructure 
investments are required, saving initial set-
up time. Cloud computing also allows new 
product development to move forward 
without capital investment. Cloud computing 
also allows businesses to move non-critical 
services to the cloud, including software 
patches, maintenance, and other computing 

computing to transfer their services to a 

consumption and carbon footprint that comes 

computing power and less idle time.
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So how does an incumbent banking 

of digital disruption? While there is no magic 
formula, there are strategies that can help 

1. Assign Transformation Roles
recommends governance built on three 

needs and trends of the digital consumer. 
“While taking on these important roles, 
these ‘entrepreneurs’ need to work in a 

digital vision, selecting the options to be 

term transformation of the core bank to scale 

2. Adopt a ‘Digital Mindset’: To respond to 

will need to evolve their internal and 
external cultures. ‘Being digital’ requires 
rethinking all aspects of conducting banking 

Changing internal processes, moving to 
contextual engagement and operating in 
real-time are all foreign concepts for most 

change will also include the increased use 

decision making, product development and 
distribution.

that can support this internal culture 

as a top challenge in digital transformation 

3. Monitor the Marketplace

but also how to react once a trend or change 
in the marketplace occurs.

4. Slow the Disruption: While it is almost 
impossible to stop disruption once it 
has begun to gain scale, roadblocks can 

the lowering of prices if the disruptor is 
competing on price, or competing with 

with all of the responses to disruption, speed 
is of the essence.

5. Exit Business Lines or Strategies

of value of a current line of business or 

illustrations of how entire industries can be 
upended.

continue to support massive, large footprint 
brick and mortar facilities at a time when 
there is a mass exodus to digital banking.

6. Diversify

where ongoing innovation and the potential 

become important.
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CONCLUSION

consumers interact with their banks both 

new technologies. While basic banking services 

there is evidence of disruption at the front-end 
of banking services.

Banks must approach their digital 
opportunities and threats from the vantage point 

Shrinking markets and global competition pose 
numerous challenges for banks. The disruptive 

real time information needed to meet those 
challenges on a cost effective basis.

and develop new forms of providing their 

in with the digital disruption is their large and 

and the potential impacts of a single failure. 
However, in the medium term digital disruption 

portion of banking services and if existing banks 

Global economic situation to more stringent 

and shifting customer expectations, bankers and 

must be part of that collaboration. This paper 

technologies which are either at the growth stage 
or at the seed stage of development in India visa 
vis other developed countries. The paper also 
discussed few strategies which banks can adopt 
to survive the digital disruption like monitor 

adopt the same to increase revenue and growth. 

In the last we would like to conclude that 
with disruptive technologies challenging the 

“Become customer advocates...Become digital 
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